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Abstract

1. How will the use of biometric technology impact efficiency in 
aviation security?
2. How can biometric technology change aviation safety level?
3. How will the use of biometric technology affect passenger 
experience at the airport?
4. What is the cost and benefit result of biometric technology 
implementation?

Background

This study analyzed the merits of biometric technology adoption in 
TSA and CBP airport checkpoints in the United States, focusing on 
the changes in efficiency, safety levels, and passenger experience as 
well as the cost-benefit of adopting such technology. Research 
yielded mixed results in efficiency but positive results in safety levels, 
passenger experience, and the cost-benefit of implementing the 
technology.

Research Questions

• Aviation security remains a high priority; aviation is a high-value 
target for bad-actors

• Congressional mandate for DHS under the USA Patriot Act PL 107-
56 for the implementation of a biometric entry-exit program for all 
travelers

• Need at US airports for more efficient screening: stagnant staffing 
and infrastructure footprint as well as record passenger travel is 
overwhelming existing processes, including older biometric 
programs, leading to excessive waiting times and passenger 
dissatisfaction

• Newest biometric technology has the accuracy, speed, and ability 
to automate high-volume processes that fits DHS requirements

• Openness of the general public to the use of biometric technology 
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Biometric Technology

Future Study
• Rapidly changing field, with advancements being made constantly. 

What is true now may change in the near-future. 
• Access to classified data would allow for a more holistic approach 

to answering research questions. 
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• The primary means of biometric data are fingerprints scans and 
facial recognition. When used in the right environment and set up 
properly, biometric capturing techniques have proven effective at 
matching biometric information to an individual.

• Human security systems have proven to be extremely unreliable, 
with some studies showing a 95% failure rate in testing. Biometric 
security systems, paired with human security systems, have proven 
to be significantly more effective.

• Automated passport checking relieves CBP officers of manually 
checking identification of U.S. citizens, freeing CBP personnel to 
perform more essential duties. 

• Mixed results for efficiency changes based on CBP wait time data
• Reduction in visa overstay and long-term manpower needs
• The majority of travelers are satisfied with automated immigration 

gates.
• Though expensive, biometric security systems are still cheaper 

than the cost of dealing with a large-scale terrorist attack. 

Discussion

Findings

Biometric technology uses physiological and 
behavioral features to identify or verify one’s 
identity. This relies on enrollment which is 
classified as voluntary or involuntary and uses 
both software and hardware features. 


